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DURATION

3
BUDGET

2
FUNDS

1
3.1 MILLION

EUR
EU 

DG NEAR

PROJECT SYNOPSIS

JAN - 2020

NOV - 2022

COUNTRIES

4
EASTERN 

PARTNERSHIP 

COUNTRIES



THREE COMPONENTS

C O M P O N E N T

1

Approximation of legislations 
and legal frameworks in line 

with the EU NIS Directive

Identification of Operators 
of Essential Services 

(OES’s) in line with NIS 
Directive

Increased 
operational 

capabilities for cyber 
incidents and crisis 

management

C O M P O N E N T

3

C O M P O N E N T

2



METHODOLOGY



CYBER SECURITY TABLE-TOP EXERCISE

SIMULATION OF CYBER ATTACK – ROLE PLAYING EXERCISE



CYBER SECURITY TECHNICAL EXERCISE (CYBERDRILL)



CYBER SECURITY TECHNICAL EXERCISE



EXPECTATIONS



EXPECTATIONS



REALITY



CORONA VIRUS 

OUTBREAK

Immediate cessation of all 

physical presence activities

2020
BELARUS

SANCTIONS

Immediate cessation of 

activities in Belarus

2020

CHANGE IN 

EU DG NEAR 

PROJECT 

MANAGEMENT

2021
WAR IN UKRAINE

Immediate cessation of 

activities in Ukraine

2022

ENCOUNTERED CHALLENGES



1
3

IMPLEMENTED

ACTIVITIES



14

TAILOR MADE ACTIVITIES





MOLDOVA CYBER WEEK



SUPPORT THE 
CONFERENCE 

AND THE WORKSHOP 
WITH SPEAKERS 
AND TRAINERS



GAP ANALYSIS – ENISA GUIDELINES – NIS DIRECTIVE –



OVERVIEW OF KEY ELEMENTS OF NATIONAL CYBERSECURITY STRATEGIES

Develop national cyber 

contingency plans

Protect critical information 

infrastructure

Establish incident reporting 

mechanisms

Establish baseline security 

measures

Organise cyber security 

exercises

Raise user awareness

Strengthen training and 

educational programs

Engage in international 

cooperation

Address cyber crime

Establish an incident response 

capability

Establish a public-private 

partnership

Balance security with privacy 

and data protection

Provide incentives for the 

private sector to invest in sec. 

measures

Foster R&D in cyber security

Institutionalise cooperation 

between public agencies

Source: ENISA NCSS Good Practice Guide



PRESENTATION OF GAP ANALYSIS OF CYBERSECURITY STRATEGY IN FRONT OF THE VICE PRIME MINISTER

MYKHAILO FEDOROV, MP’S, NSDC WHO IS IN CHARGE OF THE STRATEGY AND OTHER STAKEHOLDERS …



GAP ANALYSIS – ENISA GUIDELINES – NIS DIRECTIVE –



TRAINING WORKSHOPS



TRAINING WORKSHOP – DEFENSIVE SOCIAL ENGINEERING



5 DAY - INTENSIVE CISSP TRAINING



ENISA THREAT LANDSCAPE – WORKSHOP

Cybersecurity Threat Landscape 

Methodology & Examples

1. The Methodology

2. ENISA's Threat Landscape Mapping 

during COVID-19 

3. The State of IT Security in Germany

4. The Franco-German Common 

Situational Picture

Best Practices

• ISO 27001 ISMS Guidelines

• ISMS in Practice

• NIST-CSF

• MITRE att&ck

• Threat Modelling (MISP,

STIX/TAXII)



EUROPEAN CYBERSECURITY LEGISLATION AND IDENTIFICATION OF OPERATORS OF ESSENTIAL SERVICES

JUNE 2021



CYBERSECURITY CRISIS MANAGEMENT

JULY 2022



CYBERSECURITY RISK MANAGEMENT AND INCIDENT REPORTING

JUNE 2022



CERT/CSIRT TRAINING



3 X 5 DAY INTENSIVE PROFESSIONAL COMPTIA TRAINING’S



TAILOR MADE TRAININGS!



CYBERECURITY TRAINING MARATHON

JULY 2022

CYBERSECURITY MARATHON
SESSION I Lesson 1: Planning a CSIRT Implementation

SESSION II Lesson 2: Incident Response Frameworks Steps and Playbooks

SESSION III Lesson 3: CIS Controls

SESSION IV Lesson 4: SIM3

SESSION V Lesson 5: Governance

SESSION VI Lesson 6: Risk Management

SESSION VII Lesson 7: NIST Cybersecurity Framework

SESSION VIII Lesson 8: ISO/IEC 27001

SESSION IX Lesson 9: CTI Overview

SESSION X Lesson 10: CVEs and CVSS

SESSION XI Lesson 11: Compliance/Auditing

SESSION XII Lesson 12: Education/Training



SIM3 - SECURITY INCIDENT MANAGEMENT MATURITY MODEL



GDPR EXPERIENCE WORKSHOP



GDPR EXPERIENCE WORKSHOP



CYBERSECURITY AND CYBERCRIME BAROMETER SURVEY 
(ENTERPRISES, INDIVIDUALS AND ISP’S)



CYBERSECURITY AND CYBERCRIME BAROMETER SURVEY 
(ENTERPRISES, INDIVIDUALS AND ISP’S)



3 DAY INTENSIVE TRAINING IN MOLDOVA



3 DAY INTENSIVE TRAINING



5 DAY - INTENSIVE CISSP TRAINING



CISSP 5 DAY PROFESSIONAL TRAINING



STUDY VISIT – ESTONIA



4 DAY PROFESSIONAL TRAINING

INSIDER THREAT AND OFFENSIVE SOCIAL ENGINEERING



PROTECTION FRAMEWORKS OF CRITICAL INFORMATION INFRASTRUCTURE



CRITICAL INFORMATION INFRASTRUCTURE PROTECTION (CIIP) WORKSHOP



CYCON 2022



COMPTIA SECURITY+ TRAINING AZERBAIJAN 2022



COMPTIA PENTEST+ TRAINING GEORGIA 2022



COMPTIA SECURITY+ TRAINING MOLDOVA 2022



CSIRT ESTABLISHMENT MISSION – ARMENIA 2022



TOPICS:

• Common taxonomy, 

• Incident Handling, 

• Flow of information 

across CSIRTs, LE and 

Judiciary, Segregation of 

duties, 

• Criminal Intelligence

• Evidence collection vs 

damage mitigation





PHASE III – ISTANBUL FORUM

FEBRUARY 2022



PHASE IV – BUCHAREST FORUM ON CSIRT AND LAW ENFORCEMENT

AGENCIES (LEA) CROSS-NETWORK COOPERATION: JUNE 2022 



5 DAY JOINED TECHNICAL CYBER EXERCISE – ATHENS -



5 DAY JOINED TECHNICAL CYBER EXERCISE IN ATHENS



2 DAY JOINED TABLE - TOP CYBER EXERCISE



5 DAY JOINED TECHNICAL CYBER EXERCISE ISTANBUL – SEPTEMBER 2022



5 DAY JOINED TECHNICAL CYBER EXERCISE ISTANBUL – SEPTEMBER 2022



YANDEX

TAXI HACK

CREATES

HUGE

TRAFFIC

JAM IN

MOSCOW



“MAROOCHY SCADA ATTACK”

MORE THAN 1M LITRES OF UNTREATED SEWAGE RELEASED INTO WATERWAYS

AND LOCAL PARKS

VITEK BODEN

• Vitek Boden worked for Hunter Watertech
(system suppliers) with responsibility for the 
Maroochy system installation.

• He left the job after disagreements with the 
company.

• He tried to get a job with local Council but was 
refused.

• Boden was angry and decided to take revenge on 
both his previous employer and the Council by 
launching attacks on the SCADA control systems

• He hoped that Hunter Watertech would be 
blamed for the failure

REVENGE!!



CYBERSECURITY LEGISLATION: THE EU NIS DIRECTIVE

WITH PROF. DR UDO HELMBRECHT



APPROXIMATION OF ISL GEORGIA WITH EU NIS DIRECTIVE



CYBERSECURITY LEGISLATION: SUPPORT IN DRAFTING THE

CYBERSECURITY LAW IN MOLDOVA



CYBERSECURITY LEGISLATION: SUPPORT IN DRAFTING THE

CYBERSECURITY LAW IN MOLDOVA



LEAVE NO ONE BEHIND:
HOW TO INCLUDE CIVIL SOCIETY IN CYBERSECURITY



CYBERSECURITY AND HUMAN RIGHTS WEBINAR



JOINT WEBINAR - HATE SPEECH AND RESTRICTIVE MEASURES –



CYBER HYGIENE TRAINING





ENISA PRIME THREAT LANDSCAPE –
DISINFORMATION - MISINFORMATION



HIGH LEVEL DESIGN – TECHNICAL PLATFORM FOR CSIRT’S



THREAT ASSESSMENT HANDBOOK



CYBER HYGIENE FRAMEWORK HANDBOOK



EU – UKRAINE CYBER DIALOGUE -



ENISA STUDY VISIT – DECEMBER 2015



ENISA STUDY VISIT – OCTOBER 2022



INTERMARIUM CONFERENCE – OCTOBER 2022, TBILISI, GEORGIA



INTERMARIUM CONFERENCE – OCTOBER 2022, TBILISI, GEORGIA



  



INTEGRATION OF CYBERSECURITY IN CYBER CURRICULA



8
4

EXTENSION 

OF THE PROJECT



DURATION

3
BUDGET

2
FUNDS

1
NO COST 

EXTENSTION
EU 

DG NEAR

PROJECT EXTENSION

JAN - 2023

DEC - 2023

COUNTRIES

4
EASTERN 

PARTNERSHIP 

COUNTRIES



THREE COMPONENTS

C O M P O N E N T

1

Approximation of legislations 
and legal frameworks in line 

with the EU NIS Directive

Identification of Operators 
of Essential Services 

(OES’s) in line with NIS 
Directive

Increased 
operational 

capabilities for cyber 
incidents and crisis 

management

C O M P O N E N T

3

C O M P O N E N T

2



METHODOLOGY



EU NIS 2.0 DIRECTIVE



EMPOWERING WOMEN IN CYBER





  



NEED FOR EXPERIENCE SHARING!!!

EU CERT’S NETWORK MEETINGS



TAILOR MADE TRAININGS!



TAILOR MADE TRAININGS!



TAILOR MADE TRAININGS!



TAILOR MADE TRAININGS!



CERT/CSIRT TOOLS TRAINING (ONLINE)

ARM 

 

AZE 

 

GEO 

 

MDA 

 

 

UKR



CERT/CSIRT TRAINING (ONLINE)

ARM 

 

AZE 

 

GEO 

 

MDA 

 

 

FIRST CSIRT Services Framework - Training
LINUX Forensics - Training

UKR



VARIOUS RED TEAM – BLUE TEAM - TECHNICAL CYBERSECURITY EXERCISES!



STUDY VISIT FOR LAWMAKERS – ESTONIA



STUDY VISIT FOR LAWMAKERS – BONN & BERLIN!



CSIRT – LEA COOPERATION

PHASE 5 AND 6



103

TAILOR MADE ACTIVITIES



INTERNATIONAL COOPERATION



CORONA VIRUS 

OUTBREAK

Immediate cessation of all 

physical presence activities

2020
BELARUS

SANCTIONS

Immediate cessation of 

activities in Belarus

2020

CHANGE IN 

EU DG NEAR 

PROJECT 

MANAGEMENT

2021
WAR IN UKRAINE

Immediate cessation of 

activities in Ukraine

2022

IN CLOSING: DESPITE ENCOUNTERED CHALLENGES



IN CLOSING



Thank you!

Besnik LIMAJ, Team Leader
Email: besnik.limaj@gfa-group.de


